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 How to identify frauds/scams
 What to do if you have been scammed
 Phishing, smishing and spoofing
 Common scams



Inheritance or 
Nigerian Letter Scam



Inheritance Scam 

Dear loved one.
Peace and God mercy and blessings be upon you

I am Mrs, Maria Walter, i am a citizen of London 
united kingdom, i am 67 years old widow writing 
from the hospital bed due to Cancer sickness, 
Dear, i have funds sum $ 2,8 million dollars, i
inherited from my late husband, i would like to 
give Donation into your care for charity work, 
purposely to help the needy and Less privilege, 
orphanages, the disabled, schools, widows, 
churches, hospital patients, assisting destitute 
elderly men and women in your community,

I hope to receive your reply shortly for more 
details.

Remain blessed.
Your sister in Christ
Mrs, Maria Walter



Disaster Relief

Phishing

Recovery Scam

Advance Fee

Inheritance
Canada Revenue Agency 

Grandparent/Family Emergency

Scram To The Scam

Identity Fraud & Theft

Subscription Scam

Romance Scam

Pet Scam

Lottery/Prize

Travel Scam

Cheque Overpayment Scam

Fake Amazon Employee

Gift Card 

Charity 

Jewelry Scam

Spoofing



Phishing





Phishing Scam
• An unsolicited text or email 

that will ask you to update or 
confirm your personal 
information

• E.g. Your tax refund is ready, 
clink on this link

• May appear to be from 
reliable (trusting) source

• Bank

• Amazon

• Netflix



When it is a 
text 

message, it 
is smishing 





Scammer 
changes your 
call display to 
the name or 
number they 
want you to 
see. 

Spoofing





What Red 
Flags do you 
see?



Email Spoofing



Opening an email attachment 
could install malicious 
software on your computer 
(malware)

• E.g. keylogger. 

This harmful software can 

steal sensitive data from 

your devices and share it 

with hackers.



SCRAM to the SCAM!



Contact is unsolicited

They use pressure tactics, emotional 
manipulation, a sense of urgency or threats

Asking for money or personal information

State they can’t meet you in person (friends only 
on social media) 

They say to keep your communication with them 
between the two of you 

Want you to make payments with gift cards 

Grammatical, spelling errors

There is a link or attachment to open 



Gift Card Scams



Remember
Gift cards are 

for GIFTS!

If someone calls and says you need 
to make a payment with gift cards 
HANG UP – it’s a Scam!



Cash is gold! 



Do not let anyone tap or insert 
your credit/debit cards



Police warn of taxi scam 
that steals PIN numbers 
from unsuspecting 
victims

Aug. 2, 2023 (TPS)

Vehicle resembles a taxi parked in a high-
traffic area with one person posing as the 
driver and the second person pretending to 
be a customer.

The fake customer looks for someone 
walking by and claims they can’t pay their 
fare because their debit or credit card is not 
working.

The unsuspecting victim then offers to pay 
using their debit or credit card in exchange 
for the cash.

The victim then enters their PIN number into 
a modified point of sale terminal, giving the 
suspect possession of the card data. The 
victim is then given another bank card that 
resembles their own before leaving the 
scene.





Top 4 Senior Frauds (by dollar loss) 
2022 - Ontario 

Investment Fraud – Including Crypto
Reports 852 / Reported losses $78.3M

Romance Fraud
Reports 352 / Reported losses $19.5M

Emergency/Grandparent
Reports 1672 / Reported losses 9.2M

Extortion Frauds (SIN/CRA/banks)
Reports 2193 / Reported losses $7.7M





- Online relationship

- Can’t meet in person

- Sends gifts

Once tricked into a 

relationship, they need 

money…

- Sick family member

- Investment opportunity

- Lost their job
- Gift stuck at customs

Romance 
Scam

In 2020 CAFC reported 27.9 million 

in losses 

In 2021 CAFC reported 64.9 million 

in losses 

In 2022 CAFC reported over 59 

million in losses -
Ontario over $20.3 million (2022) only 352 

reports 

Under 1% are reported

*CAFC – Canadian Anti Fraud Centre







Scram to the 
scam
You know what to do! 



Grandparent Scam
Family Emergency Scam

• Phone call to get you to “help” a 
grandchild/family member in 
need

• Might pretend to be 
grandchild/lawyer/police

• May say:

• Car broke down

• Arrested 

• Kidnapped





They are pressuring 
you by sending it on 
March 28 and 
stating it expires on 
March 30. 





Scram to 
the scam

Let me 
hear 
you!



Jewelry Scams



• Research the person on 
social media

• Do not pay without 
receiving the item

• Always meet in a public area

• Bring someone with you

• Trust your instincts 

• Sounds too good to be true, 
it is! 



Pet Scam 



SUBSCRIPTION SCAM





Vacation Scam



https://ca.Norton.com/products?lsModal+1
https://www.mcafee.com/en-us/identity-theft/protection.html
https://www.avg.com/en-ca/store#pc

https://ca.norton.com/products?lsModal+1
https://www.mcafee.com/en-us/identity-theft/protection.html
https://www.avg.com/en-ca/store#pc


Delivery Scams



Delivery 
Scams





Impersonation 
of a 
Police Officer 
(TPS) 

• August 2023 

• Citizens received calls from a ‘Police 
Officer’ they give a real name and 
badge number of a police officer. 
(found info on TPS website) 

• They tell the victim that copies of their 
i.d. were located during an 
investigation and need to verify they 
weren’t involved. 

• The fake officer says they need a video 
call to confirm the person’s identity. 
They then tell the victim to provide 
their identification by presenting 
government issued ID.  



Receiving 
robocalls

DO NOT ANSWER CALLS 
FROM UNKNOWN 
NUMBERS/NAMES

• If a message says to 
press a number to accept 
the charge, or to speak 
to someone or anything 
else – DO NOT PRESS a 
number, just HANG UP







Hacking 
doesn’t look 
like this….



Hacking looks 
like this

• What was your first car

• If you could only eat one thing for the 
rest of your life, what would it be

• What city were you born in

• Who remembers their first-grade 
teacher's name

• Favorite place you ever travelled

http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjv3LHnpuTNAhXF4D4KHUSiBn4QjRwIBw&url=http://www.llcc.edu/career-training/cctc/social-media-marketing/&psig=AFQjCNGWTgI0_L-8kph95q-0LhZ5syTlwg&ust=1468082276855800
http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjv3LHnpuTNAhXF4D4KHUSiBn4QjRwIBw&url=http://www.llcc.edu/career-training/cctc/social-media-marketing/&psig=AFQjCNGWTgI0_L-8kph95q-0LhZ5syTlwg&ust=1468082276855800




How to tell if 
it’s a scam

• Caller seems more excited than you!

• The contact is unsolicited

• They can be aggressive, threatening or 
sweet as pie! 

• Language written or spoken is 
threating in manner

• You won a contest you never entered

• Asking for personal information or for 
money

• They use pressure tactics

• The link is manipulated

• Grammar and spelling errors



It’s that time…

Scram to the 
SCAMMMMMMMM



• If you purchase 
something online, use a 
separate credit card  
with a low limit.

• Look for a lock 

• Do not give out 
personal information 
unless you are confident 
it is a secure site

Online Shopping 



Make sure the site is secure



Debit/Credit Card 
Fraud -
Card skimming

The card reader 
records the personal 
data from the 
magnetic strips then 
transfers the data into 
a spread sheet.



Recovery 
Scam 

• If you have already been 
scammed, you are more likely to 
be contacted again

• Person calling claims to be an 
investigator or law enforcement

• Claim they can help you get your 
money back

• Of course….they need money to 
help with the investigation and 
legal fees! 

• OR – they claim they recovered 
it and need some more personal 
information



• DNCL is for Legitimate 
businesses
• 1 866 580 DNCL (3625)
• You must call from the 

phone number you 
wish to register

National Do Not Call List (DNCL) 



You’ve been scammed – now what? 

Report
• Report it to the police and Canadian Anti Fraud Centre

Contact
• Contact your financial institutions 

Contact

• Contact consumer reporting agency, Equifax Canada 800 465 7166 
www.Equifax.ca or TransUnion Canada 800 663 9980 www.transuion.ca

Change

• Change passwords to accounts that may have been affected, including social 
media sites

http://www.equifax.ca/
http://www.transuion.ca/


Fraud Prevention

Never give out your pin number

Shred bills/cut up old credit cards

Check your mailbox often AND read your monthly statements

Change your pin number if you feel someone may know it

Report lost or stolen cards immediately

Do not carry a lot of cards/cash in your wallet

Update your privacy settings

Do not open attachments or click a link in an unsolicited email or text 
message 

Create strong passwords, different for ALL accounts

Do not believe what is on your call display (spoofing) 

Don’t sign anything without reading it, even from a trusted person

Monitor your financial accounts and credit reports and report 
discrepancies to bank/cc company (read your monthly statements) 

Do not give out personal information (including your phone number) 

Have a fraud friend



Last time!

“Scram to 
the Scam” 



Canada Revenue Agency
Check Status of a return
800 959 1956
Report fraud/identity theft/security issues
800 959 8281

Verify a Charity
800 267 2384
Canadahelps.org

Victim Services 
705 725 7025 x 2120

Crime Stoppers

1 800 222 tips (8477)

Fraud

Canadian Anti Fraud Center 

888 495 8501



• Elisabeth Aschwanden

• South Simcoe Police

• Elisabeth.Aschwanden@southsimcoepolice.ca

mailto:Elisabeth.Aschwanden@southsimcoepolice.ca


WHAT SHOULD YOU DO?





















It appeared to come from my own email with the 
subject line in caps saying "I recorded you" via my web 
cam. They wanted 1600 in bitcoin or they would send a 
copy of what I supposedly did on porn sites to 
everyone in my contacts list.



 July 2021– South Simcoe Police  - resident received call from her local bank. 
They stated strange activity, needed to access on line baking remotely. Victim saw 
them moving curser about and started feeling uneasy. Called her bank directly, no 
we are not looking into your account. SCAM  

 October 2021 - I received a text from someone I know. It said they saw me on 
Facebook, link was attached. I DID NOT click on the link. Sent them a text that I 
had in fact been on FB through work. She wrote me back stating her phone was 
hacked, she didn’t send me the message. Message was sent to all her contacts. 
Scammers were hoping at least one person would click on the link. 

 Barrie police – October 2018. 96 year old received a Grandparent/Emergency 
scam call. Said it was their grandson. Was in a car accident out of province and  
needed money immediately. ‘Grandson’ said not to tell anyone. Will get in more 
trouble from family. Victim told to get funds together and someone will pick up at 
home later. A delivery service showed up and collected the funds. She was out 
$2500. (scary to think they actually went to her residence)

 February 2022 – South Simcoe Police – resident received call from credit card  
representative. They were told there was an issue with their card. To fix it, they 
had to go to the store and purchase gift cards. They believed the person calling. 
Attended two retail stores, as were directed. It was only after that, that they felt 
something was ‘off’ reported it to us, it was too late. They were out the $7000. 
worth of gift cards. 



• Phishing emails from 
icloud.com account 
urges you to register 
for the ‘updated 
version’ of bell email 
as the old system is 
being discontinued. If 
you don’t , your ‘old’ 
Bell email account 
will be locked, frozen 
and inaccessible. 




